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ABSTRACT 

The Internet of Things (IoT) in healthcare is becoming more and more popular in the field of research aimed at 

improving the effectiveness of intelligent healthcare networks and applications. Nonetheless, distinct risks 

affect the security and privacy of data in smart health (S-Health). IoT enables healthcare professionals to engage 

with patients more proactively and with greater vigilance. Smart gadgets with tiny sensors attached to them that 

communicate with one another to track each other's performance are part of the Internet of Things. To defend 

S-Health from MITM attacks. The suggested method employs two layers of machine learning algorithms for 

attack detection and security mechanisms, including low-cost access policies for SHRs (Smart Health Records), 

lightweight IoT detection schemes, and timely detection of to lessen their impact on the network. According to 

simulation data, the suggested Hybrid ML performs better than current methods and has a higher attack 

detection rate overall. The main goal of this research article is to develop an attack detection technique. 

1. Introduction 

Because the computers are so complicated, both suppliers and customers frequently argue that they 

shouldn't take proper security precautions because of their heterogeneous appearance. Thanks to 

Internet of Things (IoT)-enabled devices, remote monitoring in the healthcare sector is now possible, 

opening up opportunities to keep patients safe and healthy while also enabling physicians to give 

superior care [1]. Patient satisfaction and engagement have increased along with the ease and efficiency 

of doctor-patient interactions. Despite the fact that IoT has advanced healthcare, there are certain 

problems with its application in this field. Security is the main problem. Every patient wants the privacy 

of his information; he does not want his medical records to be accessible to outside parties. Even now, 

the main issue with IoT use in healthcare is security. The cloud-based patient data was also used by 

IoT-based health diagnostic systems, which also notified the patient in the event of unusual findings. 

In these kinds of IoT, data transmission that is not secure results in incorrect diagnoses and may even 

cause patient deaths [2]. IoT security issues will lead to erratic behaviour in the smart health system. 

Several IoT health applications are listed below. 

• Heart Monitoring and reports: Using IOT technology, the Heart Rate Monitoring system was 

designed to detect the patient's heartbeat and track the risk of a heart attack in addition to regular 

checkups [6]. Monitoring our bodies is essential to ensuring that our health is optimal. Heart 

rate (HR) is a crucial measure for the technology that is being discussed. 

• Medical Alert System: It is recommended that patients wear pulse rhythm monitoring devices, 

which can detect high blood pressure [9]. When testing and inspections are necessary, 

healthcare providers may be able to view the reporting of patient tracking findings. 

• Wireless Sensors: In labs and hospital refrigerators, wireless monitors are used to maintain the 

proper temperature for blood samples, cold medications, and other biological items [11]. 

The primary goal of this research project is to develop a safe framework for smart health care that is 

effective, lightweight, and capable of detecting numerous attacks while maintaining patient privacy 

and secure health information exchange. The following are this study's primary contributions. 

• Secure communication in Smart IoT based Health System using a machine learning algorithm. 

• Framework for detecting attacks by extracting features. Based on the feature value the 

classification is performed. 

The following is the paper's outline. Some related work is provided in Section 2. Section 3 provides 

evidence of a thorough security and privacy system. Section 4 discusses current wearable technology, 
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followed by Section 5's discussion of the findings and Section 6's conclusion. 

Related works 

IoT-based remote patient status management system [4], which removes wait times in hospital billing 

systems and incorporates health-monitoring functions. The proposed system aims to integrate a 

creative, intelligent, and efficient health application from start to finish, which may be built using two 

useful building blocks [3]. But the primary job of the first building block is to gather all sensory data 

associated with patient monitoring; the second block's job is to store, process, and display the 

information that is produced on the server so that physicians can view health reports based on the cases 

of the patients who are being monitored. The IoT-based smart edge system for remote health 

monitoring described in [5] uses wearable vital sensors to send data to two innovative software engines 

that we have integrated into the IoT smart edge: Criticality Measure Index (CMI) alerts and Rapid 

Active Summarization for Effective PROgnosis (RASPRO) alerts. Massive volumes of sensor data are 

transformed by RASPRO into Personalised Health Motifs (PHMs), which are summaries that are 

therapeutically relevant. A total criticality score is produced by the CMI alerts engine. This IoT smart 

edge provides a risk-adjusted protocol that incorporates best-effort retrieval of detailed data-on-

demand (DD-on-D) via the cloud and a rapid guaranteed push of alarms and PHMs straight to 

physicians. In order to determine if smart dental Health-IoT systems based on deep learning, intelligent 

hardware, and mobile terminals are viable for application in in-home dental healthcare, a proposal for 

a system is made [16]. Additionally, a smart dental device is designed and developed in this work to 

facilitate the gathering of tooth images [12]. An automatic diagnosis model is trained and created for 

the identification and categorization of seven different dental disorders, such as dental plaque, decaying 

teeth, and gum disease, based on a data set of 12,600 clinical photographs obtained by the proposed 

device from ten private dental clinics. The Internet of Things (IoT) improves the effectiveness of the 

healthcare system, however IoT-based smart health monitoring systems have numerous issues [7]. The 

Health Care Monitoring System (HCMS) includes wearable monitoring, remote control capabilities, 

and Internet connection at the patient's location [8]. To increase the effectiveness and security of 

HCMS, there are a number of challenges that must be overcome with each of these components. The 

primary flaw in current methods is their intricacy, which makes low power Internet of Things nodes 

unsuitable. The adoption of such technologies in the Internet of Things will result in increased energy 

usage at every node. The majority of the current techniques are ineffective for attack identities that 

more than one rogue node could display. 

Roposed Work 

IoT integration in smart health poses security issues with regard to privacy, integrity, authentication, 

and other issues. IoT-based smart health care systems are vulnerable to numerous assaults. The main 

objective of this project is to safeguard Smart-Health apps from different types of threats by 

implementing a secure architecture. To defend S-Health against three distinct threats, a framework 

known as the Multi Attack Detection Framework (MADF) based Multi class Support Vector Machine 

classifier based Random Forest algorithm [13][10][14] is created. 

In this work, the polynomial component supplied by is mapped to information, 

𝐹𝑥,𝑥   =  (𝑥. 𝑥 +  1) 𝑘             (1) 

where k is the kernel parameter and x and x are the training vectors. The amount of information, 

processing vector is  250 ∗  6. 

Assume a "n" dimensional pattern (object) x with "n" coordinates by using a relaxed classification error 

bound. 

 𝑋{𝑋1, 𝑋2 … … … 𝑋𝑁} 

Bringing the training set T of "m" patterns to class, 

 𝑇 = {(𝑋1. 𝑌1), (𝑋2. 𝑌2) … … … . . (𝑋𝑚. 𝑌𝑚)}     (2)    
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 The patterns are integrated into a dot product space ‘S’,𝑋1, 𝑋2 … … … 𝑋𝑚 ∈ 𝑆. 

Any hyper plane in the space can be labeled as 

𝑇 = {(𝑋1. 𝑌1), (𝑋2. 𝑌2) … … … . . (𝑋𝑛. 𝑌𝑛)}     (3) 

 Once a certain number of trees have been fitted, the training and test errors often level off. 

(𝑋1,  𝑌1), (𝑋2,  𝑌2), … . . (𝑋𝑛,  𝑌𝑛)     (4) 

In the case of probability (and probability distributions), Y is the class label of X. Let the training data 

be rearranged so that, given a norm on a point, 

‖𝑋(1) − 𝑥‖ ≤ ⋯ ‖𝑋(𝑛) − 𝑥‖       (5) 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. Overall Block Diagram 

 

After training, predictions for unseen samples x' can be made by averaging the predictions from all 

the individual regression trees on 𝑥′ 

𝑓 =
1

𝐵
∑ 𝑓𝑏(𝑥′)𝐵

𝑏=1          (6) 

The SVM with RF classification is carried out using the Python programming language and Tensor 

Flow. 

Results of Performance Experiments  

Table 1 and 2 displays the findings of the examination of performance indicators for various attacks. 

From the table, it's important to note that the hybrid model produced the best performance results out 

of all the attacks taken into consideration. 

Table 1. Performance metrics of attack detection 

Models 
Accura

cy (%) 

Specificity 

(%) 

Sensitivity 

(%) 

F1-

Score 

Computat

ional 

Time (sec) 

Memory 

Utilization 

(%) 

SVM [8] 82.15 93 75 0.91 576.38 75.21 

Device data 

collection 

Data pre-

processing Training data 

Machine 

learning Doctor  Interface or 

application 

  

Positioning attack 

Evasion Attack 

Training phase 

Testing phase 
 

Attack

 

Attack

Vital 

Patient 
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RF [9] 95 95.16 95.15 0.97 193.39 45.25 

Proposed 

(SVM with RF) 
97.7 98.05 97 0.96 95.92 47.90 

 

Table 2. Performance metrics of attack detection 

Models Precision (%) Recall (%) 
Algorithm 

Complexity 

SVM [8] 88.88 68.25 12.02 

RF [9] 97 89.85 6.10 

Proposed (SVM 

with RF) 
99.15 91.05 4.22 

 

The effectiveness of our suggested models was assessed using accuracy metrics. Our suggested model's 

accuracy was really satisfactory. Our Hybrid ML technique achieves 98.7% accuracy when compared 

to existing algorithms. 

 

 

Figure 2. Performance plot 

2. Conclusion and future scope 
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Technology is being used more and more every day. The need for technology in health has been 

apparent throughout this pandemic. The utilisation of medical services has increased as a result of the 

application of new technologies like the Internet of Things. IoT is protected by our architecture from 

the most frequent threats. The suggested approach employs two levels of machine learning algorithms 

for attack detection and securing mechanisms, security and privacy, low-cost access policies for SHRs 

(Smart Health Records), a lightweight detection scheme for the Internet of Things, and timely attack 

detection to lessen its impact on the network in order to protect S-Health from MITM attacks. 

According to simulation data, the suggested Hybrid ML performs better than current methods and has 

a higher attack detection rate overall 
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