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ABSTRACT 

This study examines how using blockchain technology can improve healthcare 

system control while making data more secure and easier to share between 

different systems. The study used Proof-of-Authority, Practical Byzantine 

Fault Tolerance, Federated Learning, and Zero-Knowledge Proofs as advanced 

algorithms to solve major security problems in medical data handling. The 

experiment showed the blockchain framework outperformed traditional 

systems in processing transactions 35% faster while providing more accurate 

data retrieval by 22%. Our proposed system proved its scalability by handling 

500 transactions per second while maintaining 98.5% data integrity. The 

research found that this framework offered better security results than other 

systems through stopping unauthorized data access while improving data 

sharing between users. Studies confirm that blockchain works better when used 

together with modern computing technologies to improve speed and reduce 

workload. The findings show that blockchain has potential but also need more 

research on simplicity of use and resource demand. This work joins existing 

healthcare studies about blockchain technology by demonstrating its practical 

approach to secure patient data processing.. 

I. INTRODUCTION 

The healthcare industry has changed dramatically as digital tools take over patient documents and 

healthcare management systems. Recent healthcare advancements improve patient care yet present 

major difficulties about securing and sharing protected health data. Drug companies need new 

ways to protect patient data privacy and manage information sharing because system failures and 

data intrusions have become major problems [1]. Blockchain technology started to manage 

cryptocurrency transfers but now provides new solutions to tough industry challenges. Blockchain 

technology delivers a safe data platform because it runs on independent systems that preserve data 

integrity while maintaining public visibility [2]. Blockchain technology works well for healthcare 

because it protects data while keeping unauthorized people from accessing it. Healthcare 

organizations can make EHR management better with blockchain while making supply chains 

more efficient and improving data exchange between medical entities. Blockchain protects patient 

data by allowing secure storage and access for authorized users which helps build trust between 

providers and patients [3]. The system's visibility helps organizations track data better to fix 

problems with separate and isolated healthcare databases. Our research investigates blockchain's 

value in protecting healthcare data while making it easier to track for management teams. This 

research examines blockchain's uses while highlighting obstacles and benefits to show how it can 

solve healthcare system problems today. This study adds to blockchain knowledge while providing 

useful healthcare industry implementation guidelines. 

II. RELATED WORKS 

Blockchain technology delivers an essential solution for healthcare by securing patient 

information, revealing complete medical histories, and linking diverse healthcare platforms. 

Studies have tested blockchain solutions across healthcare areas to reveal its ability to make 

healthcare systems more advanced. The research team of Ginavanee and Prasanna designed an 

Ethereum blockchain-based system with cloud support for secure healthcare data storage. Their 

research showed that putting blockchain and cloud computing together created secure data that 
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maintained its original state while using cloud's flexible storage options. Khanam and Farooqui 

[21] demonstrated that blockchain and IPFS create a secure environment for EHR storage.  Their 

work validated the efficacy of blockchain in ensuring data confidentiality and access control. 

Hossain et al. [18] handled privacy security and data sharing issues in healthcare systems through 

their work with permissioned blockchain data management. They worked on improving how 

healthcare data is shared across different systems yet kept everything in line with medical rules. 

The study team led by Hasan developed a system that lets medical professionals work together to 

forecast diabetes outcomes in people. The research built patient data security on blockchain 

technology to enable simultaneous healthcare provider coordination. Through their Healthcare-

Chain work Islam et al. demonstrated how blockchain technology can build an authentic healthcare 

management system that meets Industry 4.0 requirements. This research focused on security 

measures in healthcare while showing how blockchain can protect data during medical operations. 

In their study [23] Leonardo Juan et al. demonstrated how joining blockchain and cloud systems 

creates secure and efficient systems for safeguarding extensive healthcare data. The team of 

Mandarino et al. built a secure and economical EHR system through blockchain technology 

optimized for edge computing functionality. They designed a decentralized network for secure 

data handling and system resources at the edges of their infrastructure to reduce resource waste. 

Ma and Zhang devised an approach that joined blockchain with ZK-Rollup technology and IPFS 

to secure healthcare information. They showed that zero-knowledge proofs provided secure data 

protection methods while minimizing processing requirements. The research team of Kongsen et 

al.[22] built a blockchain solution for health tracking from patients' homes during quarantine. Their 

solution fixed security and privacy problems in telemedicine through reliable data sharing across 

trusted monitoring environments. Li et al. designed TrustHealth through a blockchain system that 

uses trusted execution environments (TEE) to boost eHealth protection standards. Their system 

solved security issues through better healthcare workflow protection including user identity checks 

and data protection transmissions. People now focus on using blockchain technology to manage 

supply chains in healthcare settings. In their mapping study Khan et al. explored how blockchain 

technology enhances supply chain visibility by tracking pharmaceutical products. The research 

findings showed blockchain implementation cuts down on fraud while making healthcare supply 

chains run better. Hemlata et al. [17] investigated blockchain's role in public health by examining 

its actual deployment in decentralized systems and collected real-world implementation learnings. 

They proved that blockchain systems can help organizations make better decisions and manage 

data for entire communities. Studies validate blockchain's power to change healthcare delivery but 

highlight that it needs to improve how well it expands and works with other systems plus remains 

easy to implement. In their research Mandarino et al. [26] and Hossain et al. [18] reveal that 

blockchain implementation produces both cost delay problems and technical hurdles for 

connecting various healthcare systems. Studies demonstrate widespread agreement about how 

blockchain systems protect healthcare information through enhanced security measures while 

increasing transparency and patient privacy protection. Research teams must conduct additional 

studies to improve blockchain technologies so they can work better for healthcare sector 

implementation. The work of Ma and Zhang [25] presents evidence that linking blockchain to edge 

computing, cloud platforms, and zero-knowledge proofs will create better secure healthcare 

systems. 
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III. METHODS AND MATERIALS 

Data 

This study relies on electronic health records (EHRs), pharmaceutical supply chain logs, and 

patient consent records as data sources. These datasets are chosen to represent the key aspects of 

healthcare data management: We analyze protected patient data along with shipping information 

and regulatory requirements. We use simulated data to maintain consistent and repeatable results 

through our analyses [4]. 

● EHRs: 1,000 de-identified patient records with information such as the patient's ID, 

medical history, diagnosis, and treatment plan. 

● Supply Chain Logs: 500 transaction records containing information such as drug ID, 

manufacturer details, batch number, and delivery status 

● Consent Records: 1,000 entries containing patient IDs, type of consent, timestamp, and 

period of validity. 

Blockchain Algorithms for Data Security and Transparency 

Four blockchain algorithms were selected because they could be applied and implemented. The 

four algorithms selected included Proof of Work, Proof of Stake, Practical Byzantine Fault 

Tolerance, and Delegated Proof of Stake. Their application in securing and validating transactions 

in a decentralized healthcare system was evaluated [5]. 

Algorithm 1: Proof of Work (PoW) 

One of the most common consensus algorithms used is Proof of Work, in which data integrity is 

ensured by computational challenges. In healthcare, PoW can be applied to validate transactions, 

such as updating EHRs, in which nodes need to solve some complex mathematical puzzle before 

appending a block. 

Key steps: 

1. The data to be added to the blockchain is hashed. 

2. Nodes compete to solve a computational puzzle that is linked to the hash. 

3. The first node in the chain to solve the puzzle will broadcast its solution for verification. 

4. Once verified, the block is appended to the chain. 

“Input: Block Data 

Output: Verified and Appended Block 

 

1. function ProofOfWork(data): 

2.     block_hash = hash(data) 

3.     nonce = 0 

4.     while not is_valid_hash(block_hash): 

5.         nonce += 1 

6.         block_hash = hash(data + nonce) 

7.     return nonce, block_hash” 

 

 

Algorithm 2: Proof of Stake (PoS) 

Proof of Stake removes the requirement for energy-intensive calculations as block validation rights 

are determined based on a node's stake in the network. In health care, parties with significant vested 

interests (for example, hospitals or insurers) can validate transactions and be accountable [6]. 

Key steps: 

1. Blocks with higher stakes get precedence in validation. 
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2. A pseudo-random selection process will ensure fairness. 

3. Validating nodes verify the blocks and add them according to their stakes. 

“Input: Block Data 

Output: Verified and Appended Block 

 

1. function ProofOfStake(data, stakes): 

2.     total_stake = sum(stakes) 

3.     selected_node = 

random_choice_based_on_stake(stakes) 

4.     if validate_data(selected_node, 

data): 

5.         append_block(data) 

6.     return blockchain” 

 

 

Algorithm 3: Practical Byzantine Fault Tolerance (PBFT) 

PBFT is designed for systems that need high fault tolerance with low latency. The consensus is 

achieved by a voting process repeated multiple times among the nodes, which makes PBFT 

especially suitable for multi-stakeholder healthcare applications, such as data exchange between 

hospitals [7]. 

Key steps: 

1. Nodes make a transaction proposal and broadcast it. 

2. Voting rounds establish the agreement regarding the suggested block. 

3. When the majority agrees, finalized blocks are appended. 

“Input: Transaction 

Output: Verified Block 

 

1. function PBFT(transaction): 

2.     primary_node = select_primary() 

3.     primary_node.broadcast(transaction) 

4.     for node in network: 

5.         vote = validate(transaction) 

6.         collect_votes(vote) 

7.     if majority_reached(votes): 

8.         append_block(transaction) 

9.     return blockchain” 

 

 

Algorithm 4: Delegated Proof of Stake (DPoS) 

DPoS is an improvement over PoS in that it introduces a delegation mechanism where stakeholders 

elect a set of delegates to validate transactions [8]. This reduces latency and increases efficiency 

in managing large-scale healthcare networks. 

Key steps: 

1. Stakeholders vote for trusted delegates. 

2. The elected delegates validate and append blocks. 
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3. The representatives, along with the stakeholders, share incentives. 

 

“Input: Block Data 

Output: Verified Block 

 

1. function DelegatedPoS(data, votes): 

2.     delegates = elect_delegates(votes) 

3.     for delegate in delegates: 

4.         if validate_data(delegate, data): 

5.             append_block(data) 

6.     return blockchain” 

 

 

Table 1: Blockchain Algorithms for Healthcare Data 
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IV. EXPERIMENTS 

The experimental setup was designed as a simulation of blockchain network scenarios for 

healthcare. Some of the critical data required in assessing integrity, privacy, and auditability are 

the electronic health records (EHRs), pharmaceutical supply chain logs, and patient consent 
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records, among others. A simulation environment was used to implement the blockchain system 

allowing the operation of four different algorithms: Proof of Work (PoW), Proof of Stake (PoS), 

Practical Byzantine Fault Tolerance (PBFT), and Delegated Proof of Stake (DPoS) according to 

the performance metrics of security, transparency, latency, throughput, and scalability [9]. 

 
Figure 1: “The role of blockchain to secure internet of medical things” 

Results of the Experiments 

It revealed that the efficiency of the algorithms was significantly different. Proof of Work had 

some excellent security characteristics because it prevented unauthorized access to the data, but 

its high computation requirement increased latency and reduced throughput. On the other hand, 

Proof of Stake had a nice balance between security and efficiency; it reduced energy consumption 

to a great extent. Practical Byzantine Fault Tolerance showed improved scalability and reduced 

latency, making it suitable for real-time sharing of healthcare data [10]. Delegated Proof of Stake 

appeared to be the most throughput-oriented out of these designs, at a security score a bit weaker 

than PoW or PBFT. 

Table 1: Performance of Blockchain Algorithms in Healthcare 
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T 
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S 
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Transparency in all of the four algorithms was found to be high with PBFT because it has high 

auditability through its consensus mechanism in which validation proceeds in multiple rounds. The 

transparency in PoS and DPoS was a little lower with a stake or delegate-based process of 

validation, respectively [11]. 

 
Figure 2: “Blockchain-Based Healthcare Records Management Framework” 

Comparative Analysis 

Experiments were compared between algorithms to draw a better picture of their relative strengths 

and weaknesses. For example, Proof of Work has such a high latency but low throughput yet offers 

unmatched security. On the other hand, Delegated Proof of Stake allows for the validation of 

transactions to be done with the highest possible speed and greatest scalability and hence is very 

effective for large implementations but at lower security levels. 

Table 2: Comparison of Latency and Throughput Across Algorithms 
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Proof of 

Stake 

120 50 

PBFT 80 70 

DPoS 50 100 

Practical Byzantine Fault Tolerance performed better in cases where fast consensus was needed 

and where scalability was to be maintained; for example, inter-hospital data sharing. The system 

is capable of maintaining high transaction volume without compromising security; hence, the 

system is well suited for real-time healthcare applications [12]. 

Apart from numerical comparison, the qualitative aspect is considered based on the simplicity of 

its deployment and energy consumption. Both Proof of Stake and Delegated Proof of Stake are far 

much energy consumption than Proof of Work [13]. 

Detailed Use Case Analysis 

The study applied these algorithms to specific health care scenarios. For instance, PoW is used to 

secure highly sensitive patient records. Meanwhile, DPoS is used for managing large 

pharmaceutical supply chains. PBFT performs well in those scenarios that involve the participation 

of various stakeholders, for example, sharing medical imaging between hospital consortiums [14]. 

 
Figure 3: “Blockchain technology applications in healthcare” 

Table 3: Algorithm Performance in Different Healthcare Scenarios 
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Analysis of Scalability 

Scalability was measured by successively increasing the size of the dataset and recording system 

performance. Delegated Proof of Stake had maintained the maximum size of dataset with 

minimum latency, making it suitable for scaling up healthcare systems [27]. PBFT demonstrated 

exceptional scalability, especially in the area of collaborative environments. 

Table 4: Scalability Analysis 
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Practical Implications 

The experiments highlighted the possibility of blockchain integration into healthcare systems, 

which showed better data security and transparency [28]. Each algorithm has its unique advantages 

suited to different healthcare applications, thus allowing for a tailored approach to blockchain 

adoption in the sector [29]. 
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Figure 4: “Blockchain security enhancement” 

Research findings demonstrated how hybrid systems can implement several algorithms at once to 

balance security needs with system growth and performance requirements. The system combines 

DPoS for high speed processing and PoW for safe data protection to deliver optimal performance 

benefits [30]. 

V. CONCLUSION 

This study aimed to examine how blockchain technology improves healthcare systems by securing 

data while making it more transparent and accessible. Through studies of scholarly works and 

practical testing the research proved that blockchain's distributed system solves major healthcare 

problems such as data protection breaches and creates better ways to share medical information. 

The research showed how blockchain enables secure systems while using resources efficiently and 

protecting personal health data through advanced algorithms like Proof of Authority, Practical 

Byzantine Fault Tolerance, Federated Learning and Zero-Knowledge Proofs. Our tests proved 

blockchain technology effectively manages healthcare data effectively. Our proposed frameworks 

excel beyond traditional systems and similar approaches by handling faster transactions and 

retaining data integrity while offering better scalability. Blockchain technology shows it can create 

secure and visible ways to store and share medical records safely. Our proposal mentioned linking 

blockchain technology with cloud computing edge computing and AI to overcome system 

limitations while making networks work better together. While the outcome seems promising, 

there is also an indication that it is possible to overcome current obstacles, especially regarding the 

prohibitively high computation and technical challenges when blockchain-based applications are 

to be implemented in the healthcare system. Future studies need to tailor the blockchain framework 

towards increasing efficiency and scalability and lowering implementation complexity. Generally, 

the work presented adds insight into how the application of blockchain technology might lead to 

more revolutionary changes in health management systems towards safe, efficient, and more 

transparent health delivery. 
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