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The opportunities for public health care and safety are especially high, and the healthcare industry is particularly
susceptible to cybersecurity threats. Cybercriminals find healthcare facilities appealing due to their size,
reliance on technology, handling of sensitive data, and susceptibility to certain disruptions. The Internet of
Things, or 10T, has gained a lot of traction in recent years due to its many benefits, which include reduced costs,
time savings, enhanced user comfort, and effective use of electricity. The most crucial component of the cyber-
physical system is the low-capacity sensor node. These components are diverse in nature and can function as
hosts or clients on the internet by connecting via a wireless network. The well-known security features found
in desktop computers are inoperable on these systems because of resource constraints such low processor
power, low storage capacity, and low energy backup. The suggested study uses SNMP in conjunction with an
ANN classifier and secure data transmission to detect cybersecurity attacks on healthcare data and medical
devices. The vulnerabilities in the security of 10T-centric systems give rise to privacy concerns that impact the
use of smart environment applications.
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1. Introduction

Data are currently dispersed as forms, reports, statistics, and other items. They serve as inputs for
several categories of approaches. Due to the current technological boom, numerous strategies have
been developed, and research is ongoing to find solutions for the problems that arise in every industry
[1]. Technology has evolved into a highly useful tool for locating flaws in a certain industry and for
quickly and efficiently fixing problems. This rapidly advancing technology is particularly significant
in the field of health care [3]. When it comes to producing the outcome in a real-time scenario, this has
greatly helped. Despite this, a great deal of research and studies have been carried out in a variety of
sectors [13]. The medical field, in particular, has expanded the use of technology for official data access
and result estimation that can be presented globally [2]. Cybercrime quickly adjusts to changes in the
global environment. Malware hackers discovered widespread vulnerabilities during the start of the
COVID-19 pandemic's escalation and modified their assaults to take advantage of these flaws [15] [4].
The rest of the paper is organized as follows: Section 2 provides the classification scheme for the survey; Section
3 provides an overview of proposed architecture. Section 4 provides a summary and comparison of the results
of the various papers discussed in this taxonomy. Finally, Section 5 concludes the paper.

Related Works

Security is a key worry in a lot of CPS-based applications, according to important research questions
[16]. Numerous security procedures are currently in place to safeguard different types of networks,
desktop PCs that stand alone, internet services, and cloud security. The current systems function
effectively across several platforms [19]. Security threats in CPS system application areas are displayed
in the aforementioned application [8]. Various security problems impede the introduction of CPS,
despite its huge potential to improve services in daily life. Security methods need to be implemented
into CPS design and application development to prevent data breaches or disasters on a national scale
[6]. In a CPS application, about 70% of the items are open to different kinds of attacks.

Current research endeavours tackle challenges and issues linked to CPS security [7]. A lot of
researchers concentrate on application security problems [5]. Some attempt to solve the problem by
suggesting security measures [10]. A select few are listed below. A security framework is used in the
implementation of several current solutions [17]. Certain solutions use MQTT and other
communications protocols, such as CoAP [21]. A particular solution is developed by a researcher that
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focuses on smart home systems [9]. Limited support for security mechanisms for devices based on
constraints has been noted in several articles [11]. A small number of academics suggested using a
lightweight session key generation process in home smart devices with limited resources [18] [14]. The
SNMP-ANN may be appropriate for use by CPS devices that are diverse and resource-constrained
[12]. It was necessary to design a lightweight security mechanism for heterogeneous and resource-
constrained CPS devices that would need the least amount of memory and energy [20].

2. Methodology

The Simple Network Management Protocol (SNMP) provides a standard method for data sharing
between nodes and components in a network for the purposes of network maintenance and monitoring.
Any networked system that has to be monitored is launched by a Network Management Service, which
is a component of SNMP. As the agent, the "snmpd" process on each network element collects network
statistics from that node at many layers and for various protocols, such as TCP, UDP, ICMP, FTP, and
HTTP. Data gathered by the "snmpd" procedure is stored in a collection of things known as the
"Management Information Base” (MIB). The MIBs are nothing more than a group of objects stacked
in a manner reminiscent of a tree. The leaves of the trees are the variables that hold the actual values
of the network parameters; objects make up the roots. Of the thousands of MIBs available, TCP, UDP,
ICMP, and IP are the four unigue MIB groups from which 22 variables are chosen.
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Figure 1: Framework of Proposed Method

ANN The real-time SNMP-MIB data, which is utilised to create the data's classifier, has seven
properties. A first-level ANN classifier is constructed to discriminate between the Normal and Attack
classes using the real-time data. The second level ANN classifier generates eight classes of network,
transport, and application layer attacks in addition to a normal class. The final step of the proposed
model focuses on classifying attacks. Once the attacks are identified, the phase of classification assigns
a classification of either attack or normal. These classification methods enable the model to
discriminate between the Normal and Attack classes.

3. Results and discussion

In order to finish the validation method, TCP specific SNMP MIBs are monitored by running the
experimental SNMP setup in a controlled environment in accordance with the study. Four PCs were
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set up: one as the L2 switch, one as the attacker, one as the typical user, and one as the SNMP manager.
An SNMP agent is deployed on both the attacker's and the average user's computers in order to collect
statistics. A test bed is configured to mimic both standard traffic requests and the TCP-SYN attack.
Any Web servers on the victim PC, like Apache or XAMPP server, will process requests. The simulated
outcomes of the recommended method are presented in this section.

Types of attack
Normal
Attack

Table 1: ANN Testing Results for real time data

Accuracy (%) Processing time (sec) Memory Utilization (%0)
97 576.38 75.21
98.5 193.39 45.25

The tabular summary of the testing outcomes for the ANN-based attack classification is provided in

Tables 1.
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Figure 2: Packet Drop Ratio

Figure 2 and 3 displays sample MIB variable values under both normal and assault settings. When
there is an attack, the variable's value is significantly higher than it is under regular circumstances.
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Figure 3: Change of MIB variable during increasing time intervals

The prediction of the network and the assault scenario is highly dependent on the data arrival rate. The
assault can be lessened by using the routing protocol with the artificial intelligence model and
accounting for the data arrival rate in the network system and to the cluster zone. Future modifications
to the artificial intelligence model will depend on the objective and extent of a particular application.
In this instance, costs are down while network efficiency rises.

4. Conclusion and future scope

Devices that are based on constraints are the primary focus of cyber-physical systems security
mechanisms. The current security algorithm functions flawlessly on the CPS system, which has
superior hardware support. However, a light-weight security mechanism that supports and operates
with the least amount of hardware capabilities is needed for constraint-based applications. The goal of
this research project is to provide a security mechanism that can be used with the current constraint-
based CPS application. The research project creates the SNMP security algorithm. This study examined
algorithm implementation and security concerns for devices with constraints. The results of the
experiment demonstrate that the method requires very little system time to execute, allowing the system
to use its lower computing power. The algorithm-based programme is given very little storage capacity.
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